TK-SQL iBrowse — Multiple Supervisor Based Security (MSBS)
Jan-2007 Documentation

Preface:

iBrowse (in its current configuration) enables a single level of record approval (based on the
Supervisor Digital Signature-SDS). We have encountered too many cases when there is more
than one supervisor that is required to approve the record.

Further more, many organizations require a certain "flow" of approvals hence firstly it needs
to be approved by Supervisor A. Once Supervisor A approves the record — it needs to be
approved by Supervisor B. Only when Supervisor A and Supervisor B have signed the day — it
should be paid out. This functionality that combines multiple levels of approval ("workflow™)
and supervisor layers is introduced as Multiple Supervisor Based Security.

Environment:
iBrowse-SQL (Version 6.00 or later)
TK-SQL only

Required program files:

DADMINSSQL.dII Dated 28/12/2007 (or later)
iBrowse TreeView Images (iBrowse install\TreeView)

TK-SQL: A full CompareDB based on SQLDATASET dated 17/01/2007 (or later).
iBrowse: Upgrade your iBrowse system to iBrowse Version 6.00 (or later).

Note that copying the tree view component to the Inetpub directory on the IIS
server is an essential step.
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Setup steps:

The implementation of JiBrowse—Multiple Supervisors Based Security requires the

following steps:

(1) Enable Multiple Supervisors Based Security in System configuration

Systemn Configuration
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Multiple Supervisors Based Security — Enabled/Disabled

Power User:

Supervisor Levels:
tree).

Supervisor Signatures:

When this option is enabled, Power user authorization is
needed before data is transferred to TimeKeeper. Power
user's security rights are driven from the definitions stored on
the users table (i.e. not from MSBS security engine/Tree

View).

Number of supervisors' levels (based on the organizational

Number of approval levels required before the data is

transferred to TimeKeeper.
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(2) Add iBrowse supervisors to the menu (DADMINS)

¥

Add "Dadmins" program to the menu as iBrowse Users

=13l

General Menu Structure T Beports Menu Structure T Toolkenu
Menu Mame IAI:II:I.-‘E dit iBrowze Uszerz [MSEBS]
Program Mame IDADMWS Program Parameter ||:|
Pragram Type IF'rogram =
Menu Attibutes v Enabled v \isible
Level Flacement

oo BAd/E dit At Trail Parameters
I Add/Edit Justification Codes

_iBrowze - Create usemames for all employess
Fa ..iBrowse - Profiles
F et Browse - Report Selections

2] S|V 3 v

(3) Defining iBrowse supervisors (DADMINS)

This screen allows the user visually design the company organizational tree (i.e. specifically
the users and the supervisors) using drag-and -drop technology:

ﬁ Multiple administrators' management: Administrator levels . . =] S
Fle Options Hep Current organizational
2% == tree
Display =11 Security levels by Supervisirs
isplay | D Power Users
= iLevel 1:

ﬂ 54 Test Manager

=i Employes's list -
+1-{3) Profession (0000 Business Partnership)
-1 Profession (0001 Regional Advisar]
15063 Crown Pem

17856 Mack Cindy Employee's list filter

. 17686 Boy Ted 1
E";EIDE}.EE :h:nll order 26780 Doug Ted by employee S
D, EPIE 50648 WanHary :
" Byname SRAID Neg Mike records filter
Employees active for date et Colt Lean
090142007 E7057  Kendra Sim
Filter employee's records 3834 Valery Bob

9BEAE Wl Mick
‘ {3 Protession (0002 Senior Examinations)
|| Emplayee Ne. + U047 Smith Emma
] Plant Refresh 76281 Shisld Abe
‘ Sg“e et + ) Prolession (001 Chisf E wecutive]
Sl + {23 Profession [004 Chisf Executive's Pé)
|l Professing (1) +-5) Profession [005 Directors' PA]
Empl yegjsll % {2 Protession [U0E Adminisrator - Chiel
+-{C3) Profession (014 Production Manager]
records + (25 Protession [017 Business Administrat]
+1-{3) Profession (020 Director's PA)
[
[
[
[
fl

[~ Only nat assigned employees

Filte 415 Prolession (023 Head of Cammunicatio]
+-{3) Profession (042 Administration M anag)
+-{3) Profession (049 Head of Business Dev)
+-{3) Profession (071 Head of Ethics and &)
+- {3 Profession [073 Technical Adviser] i

Search I

| Ready
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(4) Detailed Example of creating Supervisor 54 Responsible for Employees B-D

. TimeKeeper 5QU 5.01 [N
Activiies Edit/View Reports Graphs Maintenance Setddp Window Help
!E Multiple administrators' management: Administrator levels l‘:' 22 J

File Options Help

2[R || ¥

Search =i Secuity levels by Supervisors
Display | {5 Poweer Users
+{) Level 1
Search |
+ ) Site [21b Business Systems) -

=1 Site[21d  Infrastructure)
03566 O'Reily Paul
13213 Rodgers Steven
15702 Metullen Christopher
23684 Crawlford Pamela
30218 Donaghy Paula
3233 Stewart Alan
40732 Gomley Ona
45474 tMcGary Anne
47243 Stewenson Gordon

Value to search 57496 |zzet Kevin

68564 Mchulay Brian

[5¢ : E9712 Miller Graham
I™ Case sensilive 71959 Grant Stephen
Search by -l Site[22b  Human Resources)
" Mame & Number 1 Profile 1
2 Prafile 2
Search in field starts from 3 Prafile 3
" Begning {* Any place " End 3536356363 wx wx
4 Prafile 4
Search in 5 Prafile 5 3
i Accessibility levels 54 Test Manager
{* Emplopess list 53} Test Employes

58637 Kelly Claire

Fird I Find next B Prdlile B

7 Frdfile 7
+1) Site[22d  Resources] =

| Searching: 54 [

Is done using the following procedure: drag employee 54 into the appropriate Level. it will
make him a supervisor.

Now drag the appropriate site on supervisor 54,now he is in charge of the all site.

ﬁ Multiple administrators' management: Administrator levels =] e
File Options Help

2] % oo B

Search =11 Security levels by Supervisors
Display | |20 Power Users
=l Level 1
Gearch | + 3 01777 Bametto Debra

g m7e ‘w ayne-wiight Nicola
€ 02030  Gallagher Heather
ﬂ 54 Test Manager

+
+

+-) Site [21b  Business Systems] -

+-100 Site [21d  Infrastructure)

o

+{) Site[22d Resources)

+{2) Site[23g  Ethics & Assurance)

+{ ) Site[24a  Executive)

+{2) Site[24c 1T Support]

+) Site [24f  Admizsions)

+ ) Site[24g  Customer Relations)

+) Site[24h  ACCA Connect]

+) Site (240 Administration]

Value to search +{) Site[24k  Distribution Operati]
|54 +{) Site[24] Finance|

- +{h Site[24m  Development)
[ Case sensitive +(2) Site (240 Customer Services Co]
Search by +{) Site [20b  Accounting & Reporti)
 Mame & Number +-) Site [25c  Accounts]
+-) Site [25d  International Financ]
Search in field starts from +-) Site [31b Education Lisisan]
™ Begining (% Any place  End +) Site [3e  Compliance Support 1]
+-) Site[32a  Education)
Search in +-) Site [32b  Examinations)
i Accessibility levels +{2) Site[33d  Consultancy]
* Employees list +1-{7) Plant [GBROA Edinburgh)

mn

+-{[2) Plant [GBRO3 Cardiff)

Find I Find next +1 (3 Plant (GER10 Birmingham)

¥ ) Plant [GBR11 “York)
+ [ Plant [GBR12 Bristol] =

| Searching: 54 [
Assigning an Employee as a Supervisor: is done by dragging the employee from the
Employee's list section to Level 1 in "Security levels by Supervisors" section.
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ﬁ Security properties ﬁ]
Employes Ermplopes Ma.: 15063 Crawi Pem
Felation type IEDirEn:t ;I
Security level I By profile LI
Validity from date  [09/01/2007 BE
Walidity till dat |21412/2099 e

Future abzence planning

Allow devviation from minimal coverage Mo -
Allows negative balance planning Mo -
Idzer name ;I

]S | Cancel |

Assigning employees to a Supervisor: is done by dragging the employee from the
Employee's list section to the appropriate supervisor in "Security levels by Supervisors"
section.

=149 Security levels by Supervisors
) Power Users
-5 Level1
- €7 54 Test Manager (15063  Crown Pem};
- Level 2
€ 17656 Boy Ted

Additional Settings:

Relation type:
Direct: There is a direct link between the supervisor level and the level below
meaning the supervisor can see all the employees on the level below.
Indirect: There is an indirect link between the supervisor level and the level below
meaning the supervisor can't see the supervisor on the level below him but can see
the employees below.

Security Level: Defines the relation between the supervisor and the subordinate employees.
By Profile: According to the definitions stored on the iBrowse profile.
Read Only: The subordinate employees' info is read only.
Direct Read/Write other Read Only: The subordinate employees' info is read/
write while the level below is read only.

Validity From Date: Relation starting date.
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Validity Till Date: Relation ending date.

Future Absence Planning:
Allow deviation from minimal coverage: Is the user allowed to authorize

absences when the coverage is lower than the minimum? (Yes/No selection)
Allow negative balance planning: Is the user allowed to authorize absences when
the employee's balance is negative? (Yes/No selection)
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Parameters:

Employee's sort order:

Employees active for date:

Filter Employee's records:

Search:

Search is available in a few methods:

a. By employee name or employee number.

b. Beginning/End/in the tree

c. Case sensitive/insensitive

d. Destination of the search: employee list /levels.

Filter only active employees by a given date.

Allows changing the sort order of the employees on the
Employee's list section of the screen

Filters Employee's records based on certain criteria and an
option to choose only unassigned employees.

€ Multiple administrators' management: Administrator levels = X
File Options Help
2] % = (o B
Search =10 Securty levels by Supervisors
Display | {5 Poweer Users
=l Level 1
Search | €54 Test Manager
=i Employes's list -
+1{2) Prafession (0000 Business Partnership) C
-1 Profession (0001 Regional Advisar) 3
15063 Crown Pem
17556 Mack Cindy
17686 Boy Ted
26780 Doug Ted
50548 “an Hary
E5400  NegMike
56351 Colt Lean
{BFE7 " Kendra Sim
Value to search ESES4 “alery Bob
SEES3 WalMNick
IB?UE? - =14 Profession (0002 Senior Examinations)
(W Eeraemite 347 SmihEmma
Search by 7E281 Shield Abe
 Mame & Number +1-{) Protession (001 Chief E xecutive]
+1-I) Protession (004 Chief Executive's Pé)
Search in field starts from +1-{2) Protession (005 Directors' PA]
" Begining % Any place  End +1-{) Profession (006 Administrator - Chie]
+{2) Prafession (014 Praduction Manager]
Search in +1-{) Profession (017 Business Administrat]
" Accessibiliy levels +1-{7) Profession [020 Director's PA)
* Employees list +1- 7 Profession (023 Head of Communicatio]
+-{ ) Profession (042 Administration M anag)
Find | Find next + (5 Protession (049 Head of Business Dev)
+1- 7)) Profession (071 Head of Ethics and 4]
+ 1) Profession 073 Technical Adviser] i
| Searching: E7057
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User Name: Selecting a user name is not mandatory but if a user name is chosen then all

security options related to this user in TimeKeeper will apply.
For example if the user assigned has access only to a certain department then on the TSM

browser the supervisor will have the option to change to this department.

Tree Legend:
rSupervisors' tree-
ﬂ Power User or Direct relation walid far curent date

% Poweer User ar Direct relation HOT WALID for current date
ﬁ Power User or INDIRECT relation walid for current date

7, Poweer User or INDIRECT relation NOT walid for current date

rEmplovess’ tree-
ﬁ Employee with DIRECT supervizor for cument date
ﬂ Employee related to Power Uszers
ﬁ] Employee related to supervizor's top level
% Employee nat related to any supervizors for curent date
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Delegating:
The system allows assigning a substitute supervisor for a predefined period of time.
This substitute supervisor has all the privileges of the substituted supervisor.
~ Right clicking on the supervisor and choose "Delegate"
=11 Security levels by Supervisors
) Power Users

-3 Level1
- €7 54 Test Manage =2 ——=——""m];
+-) Level 2 “ Delegate -
| Relation type
{ Delete

Delegation sub screen: Allows you choosing the substitute supervisor and date ranges.

ﬂ Delegate i&J
Supervizor b4 Test Manager
Fumber Lazt name First name From date Till date
| 15083 Crowt Pem 1140142007 11/01/2099
sdd | Dekte | ok | Cancel |

After setting the delegation we can see that employee 15063 Crown Pem is a substitute
supervisor.

= Security levels by Supervisors
|7 Power Users

-5 Levell
- 7 54 Test Manager (15063 Crown Pem);
+) Level 2
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iBrowse implementation of the tree view

a. Timecard
On the left pane of the screen the supervisor and his employees are shown sorted by

employee number.
@ http:{{10.0.0.68 fibrowse /SearchTreeV/EmpSplitter. aspx PcurrPage=timesheet/timesheetemp.aspx - Windows Internet Explorer l‘:' (=] g
@'C > |g, http:/f10.0.0.6%/browse /SearchTreeV /EmpSplitter, aspx?currPage =timesheet/timeshestemp, aspx H 1| % |C—:c-;e | L2

File Edit View Favorites Tools Help

— »
e e [Ehtq:l:Hlﬂ‘l].[].ﬁgﬁhrnwsefSearmTreeV{EmpSphther.as..‘] } ﬁHum& ~ [ Fesds (1)~ gmnPrint - l-_.-,]‘ﬂEage ~ Gk Todls ~

Eﬁﬂé Of;nizliag:z;ien?:::a .l? Timecard F#r’;zgf; I.nRepo‘}ns [Employee[smeduler e “:::r’l‘;;
ﬁ idhu an::e:
e S it e
| From Date [ 03/02/2005 | (= Till Date [ Refresh
Employee : 00315 Carlisle Tony From Date : 03/02/2005 Till Date : 09/03/2007
Date  Day Note Absence InfOut1 Infout2 Inout3 InOutd
© msoso00s Fr Q& GO CRCT O] DT L] CICT O] L w
o mwsan w6 o OO0 00 OO0 0000 0004 g
N m | b [@ sooss T Qo6 COoO 0 OO0 D0 0 040 D=0
3|0 swsze we @ @ CICECT O OO0 O] O] OO T LI
— I
. © ozoezoes EP () G =] 4 3 e : : : : :
oupey oo L1l 1] | lgy osom o G 0 EO000 0000 0000 Oo00C
Search © oeezoee Tu O & OO0 00 O 00 OO0 00 0 Q4L
seareh | |& ormszots We () CICECT O O] O] O] OO T LI
e lll|| -/ D | T (B Clbdded 00 OO0 OO0 L0 OO0 RO DD
Emplojee Name o ||& #2017 & & A N S
Employee Id © O n ] b
Find_ (CRinden) )
Done (3 @ mtemnet H 100% v

Note: The above also applies on Supervisor's Timecard

b. iBrowse Reports:
On the left pane of the screen the supervisor and his employees are shown sorted by
employee number.
Check box next to the employee allows multiple selecting of employees to print.
Similar functionality is available also on the Timecard and the supervisor Timecard.
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@ http:/f10.0.0.69fbrowse {SearchTreeV/EmpSplitter. aspx?currPage =report&Repor tiame =RTKPER A&Report - Windows Internet Explorer

File Edit View Favorites Tools Help

@.\— ¥~ \g, http://10.0.0.68/ibrowse SearchT eeV/EmpSplitter. aspx?currPage =rej rtaﬂepormzme=RﬂG’ERAaRepcrtType=?&Repo\H ([ X% |C—::g5 ‘ P
W%%—
Ll

GooglePreviewlE = |

[+] EJ search = 1 0 Max. orevsic s per page: 10 =

o o]

@Hume - E Feeds (1), = @Pgnt - l-_:}Eage - _Sj Tools ~ =

W

@ http:/{10.0.0.69 fibrowse SearchT, eeV i, psplitter .as. .. I }

=7 € By

- [7] € 15083 Crown Pem

Absence
Request

Absence
approval

Supenvisor
Timecard.

Al
[ Reports [Employee Scheduler

- [] 48 17556 Mack Gindy
- [71 €% 17686 Boy Ted
€ 26780 Doug Ted
€ 50548 Van Hary
Q 55400 Neg Mike
- [7] £ 56351 ColtLean
- [7] € 7057 Kendra Sim
- [7] € 69684 Valery Bob
- [ ¥ 96693 Wal Nick

Department Period Report

Tree Searching

1 [ m__ ] » Muriber of employess to 11
n riint
i Filter Print HTML
As
Display employees |~ Level/{| Period Code (4Weeks  [+]
Search : Year
Search REEES ¢ v selection /2007 [*

Till Year 42007 |(p

i i 41 r
Fo— Till Period Ly &

Employee Name @
Employee Id ©

: Execute report

Find_ ] [CFind et

# 100% <~

Done E; 0 Internet

c. Filtering
Filtering allows the user to set criteria to the Tree levels he would like to see, i.e. if the
tree has 3 levels and the Filter is set to the Levell only Levell employees will be
displayed will choosing level3 on the filter field will display all the tree content.
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c. TSM Display
On the scheduler screen, only members of the supervisor group will appear.

’f_é Group schedules Version 6.00 - 27/12/2006 - Windows Internet Explorer =
@ 3 ~ [ &) http://10.0.0.69 fbrowse fschedules schedule. aspx [=][##][%] [soogte |[2]-
Fle Edit View Favorites Tools Help
GooglePreviewIE = | E[ Search = [5] 0 Max. previews per page: 10 =
i a4t | @ Group schedules Version 6.00 - 27/12/2006 I \ i Home v [ Feeds()) v @mhPrint v [ikPage ~ {Gf Took »
o = LAVIE
'hrowse | upev\ﬂscr‘ i = Absence Absence Tmc“
TK's Internet Gateway | Timecard Timecard I Reports I Emplweelsmedmer HooreT —
2
Group No. [1-A [=] Sort [ Scd.group\Emp. # [=] Date =] | Display
Employee ‘ ‘ Base |Phone No. 1| 13/01 Sa | 14/01 Su | 15/01 Mo ‘ 16/01 Tu | 17/01 We ‘ 18/01 Th
15082 Crown Pem = . . . . . .
17556 Mack Cindy @ 1 4193
17ese Boy Ted &1
be7s0 Doug Ted @1 5564
150548 ‘Van Hary 1 5758
5a Test Manager [
55200 Neg Mike &1 5784
56351 Colt Lean [ 4082
B7057 Kendra Sim &1 5815
Ty Valery Bob [y
oeea2 Wal Nick &1
Al 3}
. Update Records 1 Copy Group 1 Copy Employee |
Done [# € internet # 100% ¥
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