TimeKeeper-SQL - Impronet-SQL Integration

Purpose:
The purpose of this document is to describe the initial setup process and on-going usage of

TimeKeeper-SQL and Impronet-SQL integration. This document is complementary to the “TK-
ImproX setup Integration” document.

Concept:

The TKSQL - Impronet-SQL integration supports the same functionality of TK-ImproX integration:

> Operation & control of the badge scanners i.e. ProxMate

> Import of all clock punches from the TRANSACK table of Impronet-SQL into TKSQL.
In TKSQL, all transactions are read directly from the TRANSACK table of Impronet-SQL to
ImTRANS table of TKSQL.

> Manual polling — The end-user will be able to poll manually the TRANSACK file. This
option is required to provide the same functionality as the “Read backup punch file”
option in TK2000 (i.e. the option of specifying a date range for the polling program in
order to manually re-read the TRANSACK file).

> Report generation — Generating access control reports.

Enhancement:

> Tags Audit Trail — An audit trail report of tag management was added to the system.
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Setup steps

1.

2.

Installing Impronet-SQL
Upgrade TKSQL database (CompareDB)

Specifying general system parameters within TKSQL’s system Configuration
File

Specifying parameters within TKSQL’s Employee File

Synchronizing tables.

required to implement|integrate IMPRONET-SQL with an existing TKSQL system. In all

® Steps 1 - 2 are relevant ONLY FOR EXISTING TKSQL INSTALLATIONS i.e. when it is

other cases, the updated TKSQL release will include the relevant programs/files.

@ Adding Impronet-SQL integration to an existing TKSQL installation:

We strongly recommend upgrading TimeKeeper SQL using the CompareDB program with
the latest SQLDATASET and the most updated programs, rather then manually adding
the relevant files.
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Setup

Step 1: Installing Impronet-SQL

» ImproNET-SQL is a product of Impro Technologies South Africa. Please follow their
instructions for installing and configuring of Microsoft SQL server for Impronet.

Step 2: Upgrade TKSQL database

Follow the CompareDB procedure to fully upgrade the TKSQL database:
> Download the latest SQLDATASET and restore it to the MS-SQL server.

> Download the latest programs, restore them to the TKSQL directory and register

them.

\ 2 4

Run the CompareDB program to update the TKSQL database.
Run the related scripts\stored procedures to the CompareDB.

The updated programs of TK-SQL for the integration are:

Program From [Date] and Later
LAVLBSQL.dII 9™ August 2004
DEmploySQL.dlI 4™ August 2004
DImCardsSQL.dll 12 September 2004
DImReadSQL.dIl 18" August 2004
IMSyncFLSQL.dII 18" August 2004
RImTransSQL.dII 26" August 2004
SYSCNFSQL.dII 23rd August 2004
TKSQL.exe 29" July 2004
TRXSQLIM.exe 23rd August 2004
RAUDITSQL.dII 19" September 2004
PROXMATE.dII 30" August 2004
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Step 3: Specifying system parameters within TK’s System Confiquration (SYSCNF) File

1. ImproNET Integration Activation i.e. "*IMPRO System” tab (figures 1-2)
The “Impronet (MS-SQL) System installed” definition has been added to the System
configuration file, distinguishing the connection between an Interbase database and a SQL
database:

[~ System Configuration

[ Swztem Configuration T Dealer Tﬁecunly & .ﬂ\utholizalinnT Language T Date & Time
|/ Time Clock [Polling) T Payroll [nterface T -T-Dr Definitions T Frogram Extenzions T Abzences
Erinter & Printing T File D aily, Emploves T Impra 5 pstenm T K.ey Fields Format T BackUp/iBrowse

Inpro Installed | ImproNet (M3-50L) System Installe |

QDD gystem not installed
LS 87 syztem installed

SOL Server Mame

[Database name

Fiqure 1
e Set "Impronet (MS-SQL) System installed” in the ‘Impro Installed’ field

e Specify the 'SQL server Name’ (where the Impronet database resides).

e Specify the Impronet MS-SQL database name in the ‘Database Name’ field.

¢ SQL database Username and Password — The username and password are used
for accessing Impronet-SQL database in order to retrieve and/or update data e.g.
updating tag numbers, specifying expiration date, retrieving reader names etc.

[]|System Configuration

[ Swztem Configuration T Dealer Tﬁecurit_l,l & AutholizalionT Language T Date & Time
[ Time Clack [Polling) T Payrall Interface T Y-T-0 Definitions T Program Extensions T Abszences
Printer & Printing T File Draily, Employes T Impra System T K.ey Fields Farmat T Backlp/iBrowze

Impra Installed |Im|:urnNet [MS-50IL] Swstem In&talleﬂ

50L Server Name [YORAM-ST

D atabaze name ||MF'F||:INET

Lazt Polling D ate li

Last Polling Time Ii

SOL user name |SYSDBA

SOL password s

P azzword Confirm e -

2 A ) o 15

Fiqure 2
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2. Badge Number Format

Make sure that the Badge Number format in the SYSCNF is Alphanumeric (Character).

[ System Configuration

[ Suztem Configuration T Dealer Tﬁecurit}l & AuthurizationT Language T Date & Time
|/ Time Clock [Polling] T Paproll Interface T -T-D Defintionz T Program E stensions T Abzences
Frinter & Printing T File D aily, Employes T Impro System ] K.y Fields Farmat T BackUp/iBrowze
Badge Mao. Format |Eharacter j Badge Mo. Lenath I?
Employes Mo, Format |Numeric ﬂ Employes Mao. Mazking |
Sort Cade 1 Format |Numeric j Profeszion Format |Numeric ﬂ
Sort Code 2 Format |Numeric j Flant Mo. Format |Eharacter ﬂ
Sort Code 3 Format |Numeric j Site Mo. Format |Eharacter j
Id Mumber Farmat |Numeric ﬂ Id Mumber Masking |
Contract Mo. Faormat |Numetic j Code Definition |Numeric ﬂ
Department Mo. Format |Character j City Code |Numeric ﬂ =

EIIY Y [
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Step 4: Specifying parameters within TK's System Employee File

As described in “"TK-ImproX setup Integration” document ,the fields Sort2, User2 Field and
Report_MSG should be added to the Employee Master file as follows:

e Sort2 field is used to set the “First-In/Last-Out” functionality for the employee.

e User2 field is used to set the employee’s access level.

e Report MSG field is used to set the ID Number for the employee.

The reason for NOT using the standard “ID Number” field in the integration with TK2000 was the

requirement of 16-characters for the “ID Number” field (i.e. The standard ID field in TK2000 is a
12 character field).

In TKSQL, this field was extended to 16-characters and the ID number field can be used
regularly:

Employee Screen Builder
Mot Editable]
f Scheduler T Drates Walue ]
General T Additional K.ey Fields'mpronet T Address and Contact ]
T
First Sart [ SORTOY CE | I
Employment Start [ HIRE_FROM % D] I 5|
Employment End [HIRE_TILL % O] I 10
Cycle Start Date [ CYCLE_FROM & D] I 11

First In/Last Out

[SORT24 CE]

Reader Level [ USERZY C10]) I 13
Lo 1D Number [ 1D_MUMBEFR % C161] :) 14
e —— I

Lavie TimeTECH Ltd. Page 6 of 12 23/08/2004



TimeKeeper-SQL - Impronet-SQL Integration

£ Employee
Ermployes Mumber Lazt Mame Firzt Marme Mid Init
90000 ] [Tysan ] [Mike |
[ Scheduler T Dates Walue ]
General ] Additional K.eyp Fields mpronet T Address and Contact B
First Sart |23 Jhd E. Alley
E mplowment Start |D1 A0/2003
E mployment End |D1 A01A200
Cucle Start Date |EI1 A01.42003
First In/Last Out [1 hd Disabled
Reader Level |
50000 —)

Adding a new employee:
When adding a new employee by duplicating an existing one, make sure to change\update the ID
number field of the new employee to avoid duplicate records.

For example
Employee 90007 was added by duplicating employee 90000 (The employee number and

employee name were changed). The ID number was not changed or erased and in the following
example, both employee 90000 and employee 90007 will hold the same ID number:

5 Employee
Employee Mumber Lazt Mame Firzt M ame bAid [t
0007 |Ho|mes ﬂ |Larr_l,l |
|/ Scheduler T Dates Value \|
General ] Additional Key Fieldsh\mpronet T Address and Contact ]
Firzst Sart |28 j BE. Alley
Employrent Start |EI'I J01./2003
Employrent End |D1 J01A2010
Cucle Start Date |EI1 A01./2003
First In/Last Out |‘I j Dizabled
Feader Lewvel !
f__
1T 1D Number (30000
\.
h"‘""-l-....____ —
- e
2| =| B8 mlml o] 25 «o]r]n]| S| n @ N

NOTE:

1. When assigning a tag to an employee using the TKSQL Employee Master File, the
following error message may appear: “Violation of UNIQUE KEY constraint
‘UNQ_MST_ID'. Cannot insert duplicate key in object ‘MASTER'. " This
error message is a result of the duplicate ID number and you will not be able to
save a tag to the employee. Make sure to erase the content of the “ID Number”
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field or replace its content with a relevant new ID number and then assign the
tag again.

2. Remember, when adding an employee by duplication, if the ID number of the
“source” employee is erased and not replaced by a new ID number, the new
employee number will become the ID number by default when assigning a tag to
the employee.

Step 5: Tables Synchronization

Before the first polling, run one of the “Impro Access Control reports”. Running the reports
(although there are no records in the system yet) activates the ImSyncFLSQL program and will
create the tables ‘ImLEVEL' and ‘ImSite’ in TKSQL.

Alternatively, you can run the synchronization by using the ‘ImReader’ program:

Readers List E| |§|E|
Terminal M arne Second Mame Contraller | Locatior | Location Location FReader
Mumber Address Mumber I ame Type Lewvel

01070100 O04C5459E o01o100 1] i} £

01010101 MT:004C4C0 3 o1010100 1 Te 2 I

01010102 MH:004CEASE oo1o01o0 2 AL 1 E

01010103 KH:004C5587 oo1o01o0 2 AL 1 E

01010104 KT:004C4CEE oo1o01o0 1 Th 2 13

K1 Synchronize ImproMet --> SQL Files

( Synchronize |]
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(Make sure to set the DIMREADER program in the menu):

Y Menu Setup Program

I

General Menu Structure T Beparts Menu Structure

Toolkenu

~
tenu Marme |F|eader Level Assignment ]
Program Mame Program Parameter
X a [DIMREAD a 0
Program Type |F'n:|gram ﬂ
Menu Attributes W Enabled v wisible
Lewvel Flacement
1 - I 4 I =l &
....... - ~
. Beader Level Assignment
. Daily Schedules [&TSM]
-

hd ik

Enhancement

Tags Audit Trail report

The option to track changes in tags was added to the two reports of the Audit Trail (by Employee
and by Operator). The reports display data of new tags added to the system or manual changes

made in fields that have been tracked by the audit trail module.

Print Audit Trail Report (By Employee) — RAUDIT1

1. Make sure to have the RAUDIT1 report (Audit Trail by Employee) in the menu.

Y Menu Setup Program

Reportz Menu Structure Toolk

[

General Menu Structure T

enu

Menu Hame |F'rint Aaadit Tral Beport [by Employes)

( Program M ame BALDITT Program Parameter
Program Type Report j
b eru Attributes Iv Enabled v izible
Lewel Placement

“ls]  tls =&

T

Audit &Trail Reports

....Print Audit Trail Bepart [y Employes)
Print Audit Trail Report [by Operatar)

B ackup/Festore &Daily && Pay-Period Files

K 55|

Rafhs

2. In the selection screen of the RAUDIT1 report go to the ‘selected Fields’ option (to open the

‘Select audit trail’ screen):
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£5 Print Audit Trail Report {by Employee)

File Date Reqgion Sike Cost Center Emploves  Output Options  Audit Trail Selections  Start Report

?| =|al | Sl&| W

Date From12/03/2004 To 03/10/2004

Reqgion All Becords Selected|  Print Change Field IM GT- o

Site All Becords Selected|  Print Change Field OUT GT- 0

Cost Center All Becords Selected|  Send Report To Screen

Employee  All Becords Selected|  Sort by D ate Entry
Updates to show: All

Murmber OF Copiesz 1

. J
S L i

Selected Fields 1 Fields SelectD
.

3. In the 'Select Audit Trail Selection’ screen select the new option that was added to the file
name selection: “Impro — Tags”.

NOTE: Unlike the option in the Daily and Period files selection, you will not be able to select a
‘Field Name’ from the ‘Impro-Tag' file.

3 Select Audit Trail Selection

Uzer Selection
te Al Uzers

" Uze Uzer Mame Selection

Files And Fields Selection

<-"""-__"""--\ File Mame | Figld Mame

b [Impro-Tags ) [~]

b ™™ File Mame

DAl [Daily Attn Adbzence Activibg/TE]
FERIOD -[FP.F. Attnssbs. Totals/TE)

Aidd Line Delete Line

Ol | | Cancel

4. The report:

File Name — Display the table in Impronet-SQL with new changes of tag details.
Note: The table TAG_T_A_G in Impronet-SQL will be displayed in the report as TAG_TAG.

Field Name — Display the field with new changes of tag details in the Impronet-SQL table.

Old and New Values — Display the field with the old and new values of a tag as tracked. There
will be no old values (Blank fields) in the report when adding new tags.

Update Reason — This field in the report will display the number of the tracked tag.
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File Search Report
? n] w[v| E
171 - Audit Trail Employee fRecord Date) From Date 125372004 To Date 241052004

Region: 30UT Southern Region Site: 1 Cost Center: 1550850 4T Security

Employes : 20008 Thorp Ian

Period Code Eecord Date File Hame Field Hame O1d Vahie Hew Vahie User Name Update Date Update Houy Update Reason
8 12/0%/2004 TAG TT_TYFPENC 5 2999 12m=r2004 14:42:37 Tag Humber=116114437
S 120952004 TAG_TAG TAGREP_HO 2 9999 120872004 14:42:37 Tag Humber=116114437
8 12/0%/2004 TAG TAG TAGEF_HNO 5 9999 12M%72004 14:42:37 Tag Humher=116114437
S 120952004 TAG TAG_SUTSPEND 0 99939 120872004 14:42:37 Tag Humber=116114437
8 12/0%/2004 TAG TAG SITE_SL4 01000000 9233 12M%72004 14:42:37 Tag Humher=116114437
S 120952004 TAG_TAG SITE_SL& 01000000 9999 12m=/2004 14:42:37 Tag Humber=116114437
8 12/0%/2004 TAG TAG_FEPORT 2959 12M%72004 14:42:37 Tag Humher=116114437
S 120952004 TAG_TAG TT_T¥PEHD 3 9999 120872004 14:42:37 Tag Humber=116114437
8 12/0%/2004 TAG TAG TT_TYFPEHO 5 9999 12M%72004 14:42:37 Tag Humher=116114437
2 120952004 TAG TAG_BLACELIST 0 9999 120872004 14:42:37 Tag Humber=116114437
8 12/0%2004 TAG TAG_MOAPE 0 3528 12m=/2004 14:42:37 Tag Humber=116114437
S 12052004 TAG TAG_START 20040101 9233 120572004 14:42:37 Tag Humber=116114437
8 12/0%2004 TAG TAG_EXPIEY 20101231 9938 12m=/2004 14:42:37 Tag Humber=116114437
S 12052004 TAG TAG_MODIFIED 995 120572004 14:42:37 Tag Humber=116114437
8 12/0%2004 TAG Hew Fecord 253 12m=/2004 14:42:37 Tag Humber=116114437
S 12052004 TAG_TAG TAGRF_HO 4 39259 120572004 14:42:37 Tag Humber=116114437
8 12/0%2004 TAG TAG SITE_SLA 01000000 2238 12m=/2004 14:42:37 Tag Humber=116114437
S 12052004 TAG_TAG TT_TYFPEHO 3 9995 120572004 14:42:37 Tag Humber=116114437
8 12/0%2004 TAG _TAG TAGEP_NO 3 1 2933 12m=/2004 15:11:38 Tag Number=182321 13372
S 12052004 TAG TAG_SUSFEND u} 1 9933 120572004 15:15:31 Tag Humber=2730673157
8 12/0%2004 TAG TAG_EBLACELIZT [} 1 2933 12m=/2004 15:15:31 Tag Number=2730673157
S 12052004 TAG TAG_EXPIRYT 20101231 20050208 9233 120572004 15:15:31 Tag Humber=2730673157
8 12/0%2004 TAG Eec. Deleted 253 12m=/2004 15:17:.57 Tag Number=24328352858
9 1292004 TAG TaG TAGEE WO 2 0 99399 12NN 152312 Taz Humh 114114437

Print Audit Trail Report (By Operator) — RAUDIT2
1. Make sure to have the RAUDIT2 report (Audit Trail by Operator) in the menu.

Y Menu Setup Program EHE@

General Menu Structure T

Beports bMenu Stucture T

Toolkdenu

Menu M ame

|F'rint Audit Traill Repart [by Operator]

&=

—

( Program Mame |F|,.f_-.,|_|[:||T2 ] Program Parameter
Program Type | Report j
tenu Attributes v Enabled v izible

Level Flacement

] ¢

=&

....... Audit &Tral Reports
... Print Audit Trail Bepart by Ermployee)
........... Print Audit Trail Bepart [by 0per

P Backup/Restore &Daily && Pay-Penod Files hd

2 N

el

2. The report is very similar to the “Audit Trail report by Employee”. The only difference is that in

this report you do not have the select options of plant, site, department and the sort index for
this report is: Operator/Employee#/Date (Date Entry or Date Change — as selected).
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£3 Print Audit Trail Report (by Operator)
File Date Employee ©Oukpuk Options  Audit Trail Selections  Stark Report

Date  From 1240942004 To 05/10/2004

Emplopes all Becords Selected|  Print Change Field IM GT- o
Frint Change Field OUT GT- 0
Send Feport To Screen
Sort by: Date Entry
Updates ta show: All

MHumber OF Copies 1

Selection Type Use Users Selection
Selected Uzers 1 Uzers Selected
Selected Fields 1 Fields Selected
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