iBrowse™ Installation — TKSQL (Updated March - 2009)

Required components for installing iBrowse™:

Customer responsibility Dealer responsibility
Required Component Level
MS-WIN 2000 advanced server Server Installation CD
MS-SQL 2000 Database Server
COM + Server
IIS (Internet Information Services) | Server
Internet Explorer 6.0 or later Server & Workstations

The installation CD (consists of the following directories):

Directory Description / Further details

..\ Client For TK2000 use only.

..\ COM Objects Obijects to install on the server

..\ IBrowse ASP (Active Server pages) to install on the server i.e. iBrowse user interface
.\ DOTNET The installation program of Microsoft.net framework 2.0

..\ Encrypt ENCRYPT.EXE calculates the string which is used in the ibrowse.ini file
..\ SQL Database SCRIPT files to install on MS-SQL Database

..\ SYSTEM32 DLL Files to install in the server's WINNT\SYSTEM32 Directory

..\ TIMEKEEPER Recent updates to TimeKeeper back office engine, relevant to iBrowse™ gateway
..\ Windows INI File to install in the server's WINDOWS (WINNT) Directory

..\ VBRunTime

..\ Misc

Note: If the installation is performed on a WINDOWS 2003 SERVER, Please see the "iBrowse
Installation - WIN2003 Procedure"” appendix for additional system configurations.
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Setup steps

1. Upgrade and Backup TimeKeeper SQL

2. Copy the installation disk to the server’s [C Drive]

3. Install .NET Framework on the server

4, Updating the server with COM objects and iBrowse™ Asp's.

5. Installing a virtual directory on server

6. Updating the server's WINDOWS\SYSTEM Directory

7. Installing COM+ components on the server

8. Updating TK database in MS-SQL server

9. Specifying iBrowse™ INI file

10. Set up the IBRW User

11. Set up the IBR2 User

12. Load iBrowse™

13. Configure daily calculations

14. Troubleshooting

15. Appendix: iBrowse Installation - WIN2003 Procedure

16. Appendix: Setting up iBrowse Login Based on Active Directory
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Step 1 — Upgrade and Backup TimeKeeper SQL

1.1 Upgrade TimeKeeper to the most recent version.

1.2 Backup the database before installing iBrowse.

Step 2 — Copy iBrowse™ installation CD to the server’s LOCAL drive

2.1 Ensure that all files have both read and write attributes

Note: It is recommended to copy the Install folder to the main directory of the iBrowse (e.g
c:\iBrowse\Install)

Step 3 - Install .NET Framework on the server

3.1 Run the dotnetfx.exe file located under the DOTNET2 directory, click Yes to install the ".NET
Framework 1.1 Package". This .NET version must be installed for iBrowse version 7.01 dated
06/08/2007 onward.

Step 4 - Updating the server with COM objects and iBrowse™ Asp’s.

Create the following directories in the server: C:|iBrowse |iBrw_obj
C:|iBrowse|iBrw_web

Copy all objects from [COM OBJECTS] directory (i.e. iBrowse installation CD) to C:|iBrowse |iBrw_obj
Copy all objects from [fiBrowse] directory (iBrowse installation CD) to C:|iBrowse |iBrw_web directory

Note: After copying the files from the installation CD, ensure that all files have both read and write attributes.
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Step 5 - Installing a virtual directory on the server

5.1 Load “Internet Service Manager” or "Internet Information Services".

=] Itt-office - Terminal Services Client

Component Services
Crocuments Microsoft SQIL Server 7.0 Computer Managerment

Internet Explorer
Setkings
Outlook Express Local Security Policy

Search B Terminal Services Client Creator

' Terminal Services Configuration

Help Terminal Services Licensing

Rurn... Terminal Services Manager
E

Shuk Diowen. . .

= Mh (3 “ A untitled - Motepad

Windows 2000 Terminal

Note: In case “Internet Service Manager” does not appear, install IIS.
In Windows XP:
Start -> Control panel -> Administrative Tools -> Internet Information Services

5.2 Create a Virtual Directory by right-clicking on "Default Web Site" and choosing "New" and then "Virtual
Directory".

?'5 Internet Information Services _ ||:||ﬂ
Filz  Action  Wiew Help
o |mB22r =
% Internet Information Services Computer | Local | Wersion | Stat
E‘A@ AMI-F (local computer) B AMI-P (local computer) Yes 11351
=] web Sites
EQ Default 5
.. Explore
[#1-{g Printers Cpen
- {8 browse_fren Browse
Default {3 project e
Web Site E-{% ibrowise Stop
- DocLibrary .
{8 SearchDoc ause
g Panorama
g PanoramaDa g acks
&1 aspnet_client ——————
-3 Default SMTP virtual | Rename
Refresh
Propetties
Help
q| | >l | Bl

|Create news Web Yirtual Directory
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Specifying virtual directory’s alias:

¥irtual Directory Creation Wizard }
Virtual Directory Alias —
You muszt give the wirtual directory a shart name, or aliaz, for guick. reference.

Type the aliaz vou want bo uze to gain access to this Web virtlual directory. Uze the
zame haming conventions that pou would for naming a directan.

Aliaz:
Iil:urnwsel

¢ Back I Meut » I Cancel

Specify the iBrowse™ WEB directory i.e. in which iBrowse™ files reside:

¥£ Internet Information Services o [=] S
=SR-S T

J chion Wiew Il = = [ @mlm

¥irtual Directory Creation Wizard
Tree | Status

- ‘Web Site Content Directory T,
" Wihere is the content pou want to publish on the Web site?

o
jail

E..

Enter the path to the directony that contains the content.

Directary:

Ic:\ibrowse\ibrw_weH Erowse... |

DULL DL LS 666 e e 3

< Back I Hest » I Cancel
q o1 [ I I

,_|
o
I
=3
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Specify the following permissions :

Yirtual Directory Creation Wizard 3 1

Access Permissions
What access permissions do you want to set for this virtual directory?

Allow the following:

W Bead

¥ Run scripts (such as ASP)

[ Execute [such as ISAP| applications or CGI)
[ ‘Write

[~ Brawse

Click Next to complete the wizard..

< Back I Next > I

Cancel
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Step 6 - Updating the server’s WINDOWS |SYSTEM Directo

Copy all files from the server's ..|iBrowse|Install-set|System32|SQL to the server's
.. | WINNT|System32 directory. As a result, the following files will be added to the .. | WINNT|System32
directory:

L63 32.DLL, [AVLIB6.DLL, [AVDLL32.DLL

& C:\WINNT\system32 I =10l x{
| File Edit View Favorites Tools Help I_
| 4=Back ~ = - 5| @isearch [YFolders cHHistory |5 05 X o | B~
| address | cywinnT\system3z =l @Ge
= el — _Name ¢ | size | Type B
I L g wsock32.dll 22 KB Application Extensior
L g] wtsapiz2.dll 1S KB Application Extensior
system32 %] wupdinfo.dll 26 KB Application Extensior
%wupdmgr.exe 47 KB Application
2 items selected, @ xactsry.dll 91 KB Application Extensior
Total File Size: 1,601,631 bytes Elxcopy.exe 20KB :Application !
}J xenroll.dil 109 KB Application Extensior
L63_32.DLL g xiffr3_0.dll 627 KB application Extensior
LAVLIBS.DLL 18KB Application Extensior
1,189 KB Application Extensior
377 KB Application Extensior-
-~
| >

12 object(s) selected 1.52 MB [\ my Computer 4

Step 7 - Installing COM+ components on the server

7.1 Load “Component Services”:

wiindows pdate

ACcessories

Programs
i[u ]y
Documnents Microsoft SQL Server 7.0 # Q Computer Management
5 ﬁ Internet Explorer ﬁ Internet Services Manager
I"‘_,;.fl Outlook Express @ Local Security Palicy

Search 3 ¥ % Terminal Services Client Creator

Settings

.. Terminal Services Configuration

Help T|§l Terminal Services Licensing

- Eﬁ Terminal Services Manager

¥

Shut Dowr...

e || [ @& 59 3y || SAuntitied - Notepad | B

"\ Windows 2000 Terminal
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7.2 Open a new application:

o~ 3
iti Component Services

=10l

J"&n Console  Window Help

SETES

| acton vew || & =» |EB@E (X2 B[RO 5[

=

&P CoM-

& com- View » [

& USIr New Window from Here tiities Asglisct:ll:?on
=& uso

El S 115 LI Refresh

- Syste Help

[#-{_] Distributemrrransscoorreoorarrac

Tree | | COM+ Applications 6 object(s)
(1 Console Raot @ ® @ @
=] @ Component Services
= [:] Computers COM+ QC  COM+ Utilities IIS In-Process 115
=l @ My Computer Dead Let... Applications  Out-Of-Pra...

7.3 Select “Create an empty application”

Welcome to the COM Application Install Wizard 3

Install or Create a New Application ‘

Please choose whether you want to install a pre-built application or create an
empty application.

Install pre-built application[s].

Y,
&

Create an empty doplication,

Computer; My Computer

mal
;
20

Mests I Cancel
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7.4 Name the application “IcClock”

Welcome to the COM Application Install Wizard

gl
x

Create Empty Application ‘ -
Please specify the name of the new application.

Enter
lcClock

lication:

— Activation type

" Library application
Components will be activated in the creator's process.

+ Server application
< Components will be activated in a dedicated server process.

< Back I Next > I Cancel

7.5 Set the application identity to "This user":

Choose "This User", set the username and the password to "iBrowse" (or any other username and

password defined on the server or on the network). The TK COM objects will be loaded on the server
using this user's privileges. When done click Next.

Welcome to the COM+ Application Install Wizand f$_<|

Set Application Identity ““"!\
Please specify the application identity.

Account

The applicatinn_identity will be zet to the following account, Companents in the application

will rur under this account, [F pow are creating more than one application, thiz setting will be
apphed to each application,

" Interactive user - the current logged on user

Uszer |TKL|SEF| Browsze...

Pagzzword:

REREER

P

Confirm paszword:

< Back | MHext » I Cahcel
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Note: The access to the application directory (TK programs) must be set as UNC (instead of
"traditional" drive mapping, as drive mapping does not work when the server is in log-off mode).

“IcClock” will be created:

Component Services |Z||E| r5__< |
@ File  Action Wiew ‘Window Help -8 J
€~ mm X 21 [Saf & g

V1 Console Rook icClock 3 objectis)
= @ Cornponent Services
—-[_1] Computers D D D
] @ My Computer
—1-[Z3 com+ applications
&2 MET Utiliies

@ Com+ Explarer
% COM+ QC Dead Lette

T

<

T

+-£2 COoM4+ Uilities
Ll Y

: icClock ]

<

T

-

Cormponents Legacy Roles
Cornponents

£9 115 In-Process Applic:
% 115 Out-Of-Process P
&2 15 Utilities

.-.- M5 Software Shadow

+-4% System Application

+-(Z] DCOM Config
+1-(_] Distributed Transaction C
+ [:l Running Processes

+ % Ewent Wiewer {Local)

+ Services (Local)
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7.6 IT Department security configuration requirements for COM+ application user

Application identity user must be configured in order to run iBrowse on situations the server is in

log-off mode.

The minimum security requirements for the application user should be configured by the IT

department as follow:

Member of
(By Servers)

Registering
Virtual Printer

Virtual Directory

Privileges in installation Privileges after installation
rocess

Administrators (Local for the

required machines should be
enough)

IIS_WPG, Users, Distributed
COM Users, Simultaneously
logged-in in the entire Farm.

Client COM+ TK

Distributed Users
COM Users
TKSQL, all the
rights
TK
Components
Acrobat PDF
Reader Spooler, Port
Configuration
as user
COM+
Security
DTC, COM+
Installed
VB Runtime VB Runtime

SQL2005 s

Users IIS_WPG,

Users

11S definitions

Proxy

installation

including

dependency

file in

system32
Local account
as
administrator
of database

2.0, ASP.NET
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7.7 Create a new component

"Hi Component Services n 5 IDL{]

WT—— | =L x|
IJ Action  Wiew ‘ @#i-[_|)< .|@“ﬂ =

Tree l Components Uob]ect(s)

(] Console Root
E@ Component Services
. =[] Computers
: = @ My Computer
=[] COM+ Applications
Lo COM+ QC Dead Letter Queue
- &) COM+ Utilities
= IcClock

'Y

Component
' C m& s
H Yiew »
Components i
P o B New Window from Here
: K &
. B8P Syst Refresh

k r'] (2 Distribut
(-{g]] Event Viewer {Local] Help
[+ %y Services {Local)

4 i

7.8 Install the new component(s)

Welcome to the COM Component Install Wizard 3 l‘

Import or Install a Component ‘q
Please choose whether you want to install a new component or install compohents
that are already registered.

Install hew component(s).

Import componen_t[s] that are already registered.

Install new event class(es).

Application: IcClock
Computer: My Computer

< Bapk Mests I Cancel
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7.9 Select all files from [.. |iBrowse |iBrw_obj] directory; Click Open

Select files to install @
Lok i (79 501 x| e Bk E-

My Recent VER
Dgunisiis DLLTemplate, dil

T

Desktop

ty Documents
by Computer

My Metwork  File name: "lcRepSqldl "ICEOL dI" "Employes_|ERDWS ¥ | \ﬂ] I

Places |

Files of type: |E|:|rn|:u:|nent Filez [* dll:* i) ﬂ Lancel

7.10 Run the Installation

Welcome to the COM Component Install Wizard x|
Install new components Jﬂ
Pleasze specify the file(z] that contain the components you want o ingtall, J)

Click &dd to choose the file(z) that contain the components you want o install.

Filez ta inztall:

File: | Contents | Add.
D:MBrowse Install Verzsion 25Caom Objects...  components, typelib

DM Browse Inztall Werzion 2Com Objects...  components, typelib

D:MErowse Install Wersion 24.Com Objects...  components, typelib Fermowe

Components found:

Companent | Properties | Interfaces | - v Details
clzGetl CBal COm+ foLind

clzGetlChal COm+ foLnd |-

clzGetTrans COk+ found

clzPutlCBOL COmM+ fovnd ll

P 1 Y Y el | PP [ miLY Fra nmAd

< Back I et = I Caricel

110, YIGAL ALON St. TEL AVIV, 67891 ISRAEL. TEL: 972-3-5682222, FAX: 972-3-5617070
WEB SITE: www.lavietimetech.com E-MAIL : international.support@lavietimetech.com



7.11 Select “FINISH"

\ifelcome to the COM+ Component Install Wizand

Thank wou for using the COM+
Component Install Wizard

The wizard has gathered all neceszany information to
perform the install,
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STEP 8- Update the TK DB: Load Query Analyzer, and run "STOREPROC" under .. |SQOL

Database | SQL:

4 SQL Query Analyzer ;Iilll
File Edit Query Tools Window Help

|2-2HP| i =22E# o [E-|v » 8|0 mekeereroerz]| £ T A | ' B

il Query - SQL-SERVER\INTELSUP.TimeKeeper-DEMO.sa - I\ibrowse\ibrowse_versions\IBROWSE INSTALL VERSION 5.01 2411} - |EI|1|
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC ARllNotes]') and C-BJEH
drop procedure [dbo].[GetIC_AllNotes]
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC Al1TCNotes]') and CE
drop procedure [dbo].[GetIC AR11TCHotes]
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC AllTcClock]') and CE
drop procedure [dbo].[GetIC All1TcClock]
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC AllTcClockPer]') anc
drop procedure [dbo].[GetIC AllTcClockPer]
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC AllTkClock]') and CE
drop procedure [dbo].[GetIC Al11TkClock]
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[GetIC AllTkClockNotTransmi
drop procedure [dbo].[GetIC R11TkClockNotTransmit]
GO =

| | 3

|SQL-SERVER\INTELSUP (8.0) [sa (51) [TimeKeeper-DEMO [0:00:00 [orows [n8,Coll 4

Note: In the end of the process, a message indicating success/failure will appear.
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Step 9 - Specifying iBrowse™ INI file

9.1 Copy IBROWSE.INI from [C: |iBrowse | Install-set | Windows] directory to the server’s
..\WINDOWS directory e.g. .. | WINNT|

9.2 Edit IBROWSE.INI:

IBROWSE.INI Consist of 7 lines:

Line (1) — [SyS_PARAM] : This is NOT to be changed.

Line (2) — [Data source] : The SQL server’s name.

Line (3) — [Data base type] : 0.

Line (4) — [Database] : TKSQL — DataBase Name.

Line (5) — [Data path] : A blank directory, must be under the TK programs directory (Used for reports).
Line (6) — [Language] : The language selection relevant ONLY to the login screen.

Line (7) — [SQL_PARAM] : A String represents the username and password (encrypted) in SQL

I IBROWSE.ini - Notepad
File Edit Format Wiew Help

[SvS_PARAM] -
Data_Source=sql-server

DATA_BASE_TYPE=0D

DATABASE=TKSOKL-DE

DATA_PATH=C: Z\TKSQLYREPORTS

LANGUAGE=ENGLISH
SQL_PARAM=FS0EOCEEREDIAECFSFEIADI4EELICRBADGIVAGETOZDIOZOFICTS10Z7EZ IC

Ln 5, Col 27

In order to generate the string which represents the username and password in MS-SQL, run
C: |iBrowse | Install-set | Encrypt|Incrypt.exe. Specify the user name, password, password re-
confirmation and “[Encrypt]” :

w| Encrypt User Name and Password g@@

Uzetlame

Password |

Password |

F16221438DDCOSEE 28 74E 47FE 3480268 CDEDOCEIETBD 024856 1360426E C119626C83C8528089681 6305921 FO041 B 38E 4320252E 87F0AB229EE 3E 31E97AB464EBI73BECOTEICA4TFAED FCE

The String will be created in the last line. Copy the string (using COPY and PASTE commands) to
the IBROWSE.INI file relatively i.e. to the [SQL_PARAM] line.
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Step 10 — Setting up the IBRW User

Setup a new user (i.e. IBRW) within TimeKeeper (i.e. USERS.EXE program). The definitions

for this user are irrelevant as it simply uses for AUDIT TRAIL and Reports (as per changes made in
iBrowse module). Ensure that “"System Administrator” option will be de-selected for iBrowse user and

that the Language field matches the primary language of the TimeKeeper as set in the SYSCNF file.

Jzer Mame

[1IBRw

=]

General Parameters T Functions Screen Builders Data Baze Access by T Impro System
Pazzword Confirm Passward ”"""‘—
%’ [ [Browse Supervisor
Group Mame m
Data Path |DATA =~
I Language |Engli$h LI {
Expiration Date |01 4014200 RE
Caonfiguration Profile |E| ﬂ
Groups Definition |
Employes Mumber Emploves Last Mame Emploves First Mame
[ Rdj| |

2

M4 | » M %ME E

Step 11 - Setting up the IBR2 User

In case a second language is used, an additional user needs to be defined as in step 10, but with the required

second language chosen.

o

Group Mame

User Mame
[IBR2 |
[ Data Base Access by T W T Abzence Planning [4Ph)
General Parameters T Functions T Screen Builders ]
Passward Confirm Password -

[~ IBrowse Supervisor

Language

French  Can authorize shift STD excess in TS MNo -

E spiration D ate

om0 G

Configuration Profile |D

-]

Groups Definition |

Employes Mumber

Employee Lazt Mame Employee First Mame

[1533

| |zHan

| [rUJN =

2]

dlelefn] Binj@ v
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Note: If the installation is performed on a WINDOWS 2003 SERVER, Please see the "iBrowse
Installation - WIN2003 Procedure"” appendix for additional system configurations.

Step 12 — Load iBrowse™

In order to load iBrowse™, specify the following:

http://SERVERNAME/Ibrowse e.g. http://TimeTECH/Ibrowse

— 1 Browse

TK’s Internet Gateway

UserName: | ]
Password: ||

[ Lagon | New Password

Version 4.01 - 25/10/2004

&] Done g Local intranet

Once the web page is loaded, the installation is complete. Proceed to iBrowse Set-Up (TKSQL) for system
configuration.

Step 13 — Configure the Daily calculations

The daily records coming into the daily file from iBrowse are not being calculated and therefore the records
remain unclosed (colored red). In order to resolve this, an automated daily calculation needs to be defined
and activated via scheduler.

13.1 Define the Daily Calculation Profile
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http://servername/Ibrowse
http://timetech/Ibrowse

TtmerecH

Define a daily calculation (by Date) and make sure all employees are chosen. Add the following condition:
DAILY->Upd_code=1 to make sure only unclosed records will be calculated. Please note that the date
range definition is determined from within the command line and therefore is meaningless in the select screen.

%“,L:"]Numher: 12 IBrowse Daily Calc Work Mode: Calculate By Dakte - |EI|5|
File Date Employves Plant Sike Department Conktractk Sork Code Day Type Absence Code  Error  Begin
3]

? g 7| R

Date  From 20/11/2006 To 20/11/2006

Employes Al Records Selected  Contract Al Records Selected

Plant All Becords Selected  Sort Code All Becords Selected

Site All Becordz Selected  Day Type Al Becords Selected

Department All Records Selected  Absence Code All Recards Selected
Error Al Records Selected

Condition E xprezzion -
DAILY-»Upd code=1 -

13.2 Define a Batch file

Define a batch file with the below command, set the days range to calculate (in the example below the
calculations will be carried out 7 days back till the current day).

B paily calculation.bat - Notepad -0l x|

File Edit Format Yiew Help

CATESQLYWClob_Updauto3QL 9999 12 range=-7,0 -]
[~

Note: In order for all employees to be calculated, please use a user that has access to all employees.

13.3 Define a daily task in the scheduler for the Batch file

Daily Calculation ed |

Task  Schedule | Settingsl

ﬁ AL1:18 AW every day, starting 20417/2006

Schedule Task: Stark tirme:

[ Dy RN IREEEY = Advanced. |

Schedule Task Daily

Ewery I'I _I: day(z]
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STEP 14 - Troubleshooting

1. " Login Failed for user “iBrowse user”. Reason: Not associated" while loading iBrowse web
site:
a. The user is not defined in MS-SQL database correctly. In most cases, the cause is defining the user
in "windows authentication” work mode. Load MS-SQL Enterprise manager, enter the server
properties, go to the security tab and ensure selecting "MS-SQL Authentication” work mode.

SOL Server Properties (Configure) - SOL-SERVERMNTELSUP EI

Server Settings l [Databaze Settings ] Sl wy & Clive: Directony ]
General ] Memary ] Processor Security Connections ]
Security

SOL Server provides authentication bazed on Windows
accounts and a named SOL Server login [0 atd passward,

Authentication:

* SOL Server and Windows

T WwWindows only

Audit level
i+ Mone " Failure
™ Success Al

Ownership chaining:
[ Allow cross-database ownership chaining

Startup service account
o=} Start and run SOL Server in the following account:
¥
T ’—

0K | Cancel | Help |

b. In addition check that the SQL_PARAM field in the IBrowse.INI file has the correct values. Do this
by making sure the correct username and password have been encrypted (please see step 10 for

more details).

2. "Specified SQL Server not found” " while loading iBrowse web site:

a. Make sure the user is in "windows authentication” work mode (see trouble shooting - section
1.ain the).
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b. The user is not defined in MS-SQL database as DB_OWNER. Open the Enterprise Manager,
open the TK DB, open the Users and go into the user's properties:

% File  action Wiew Tools ‘Window  Help

&= ||X ¥ SNEBrf GG
= ﬁ SGL Server Group # | Users 1 Item
+ EYaL-G (windows NT) Mame Login MNarme Database Access
+ SQL-SERYER. (Windows MT) = -
- SOL-SERYERAIMTELSUP (Windows MT) = - Mew Database User, . e

—-[_] Databases

[ ac1-os03z008 Al Tasks '
¥ Aci-Chromasourcez1 0306 Delete
+ Aci-ChromasourceImproData
-1 K Aml—T.lmeKeeper—Demo Help
E% Diagrams
Tables
" Views
M
COpens property sheet For the current selection,
Make sure db_owner Is checked:
Database User, Properties - dbo E|

General l

Login name: za Permissions. ..

User name: dbo

Databaze rale membership:

|Permit i D atabaze Role

db_acceszadmin
db_securityadmin
db_ddladmin
db_backupoperator
db_datareader
db_datawveriter
db_denydatareader
db_denydatawriter

ooooooaono

Properties...

Ok Cancel | Help |
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2 IBrowse - Microsoft Internet Explorer

Flle Edit View Favortes Tools Help

Gﬁack A > \ﬂ \E‘ _.lj /..-\J Search ‘-:":(Favorltas €‘] <~ :7 ] - _I ﬁ ﬁ

Address |ﬂj htp:fflocalhast fibrowsefLogan, asp:

v B ks ?

Error Occurred In Server Side Script.
Error Source : Module : [GetSetUpRS] .

Error Code Received : 3265 ltem cannot be found in the colfection corresponding to the requested name
or ordinal.

Program Terminated.

The above Error message normally indicates that one of the tables is out-of-date (in most cases the above
refers to CNFPROF or to out-of-date STORED PROCEDURES. Resolution. run Compare DB.

4. When the iBrowse is loaded, Error 429 is received

42 IBrowse - Microsoft Internet Explorer

BEE
Fle Edit View Favortes Tools Help "

eBack A > | \ﬂ Iﬂ _h /.-“ Search ‘\:n;(Favor\tes {‘3 A4 :/ _J ﬁ ﬁ

-
Address ‘@ http:fflocalhast ibrowse/logon. aspx

v B ks ?

Error Occurred In Server Side Script.
Error Source : ICBOL.cIsGetICBol
Error Code Received : 429 Can't create business object. Check installation of COM+ or the Server is Log off

COM ohject with CLSID {A6F77C39-FFBD-457D-AECB-00C738887CA0} is either not valid or not registered.
Program Terminated.

The above Error message normally indicates one of two:

a. The COM objects are not installed. Resolution: COM Objects need to be installed.

b. The server is logged off. Resolution: An Identity needs to be defined to a permanent user as
follows:

. Open the component services, right-click on icClock and chose
Properties.

I2 Component Services

@ File Action YView Window Help

=18]x]
e+ @@ X 2 B[
[Z1 Console Roat - icClock 3 objectis)
= @ Component Services
- O s B & &
=l @ My Computer
Compongnts Legacy Roles
-1 Com+ applications Companents

+-52 NET Utilties
+-29 ComM+ Explorer
+- 8 COM+ C Dead L
+- 2% COM+ Utiliies

Export...
Skart
Shut dawn
+-® 15 In4  Disahle

+ % 115 Oul

#2113 Uil .
- 1S 5of New Window from Here

Wigw »

& System
+-([1] DCOM Can|
(2] Distributed
+-([1 Running Frl
+ (g3 Event Viewer [Local)
3

T

Opens property sheet for the current selection.

Delete

Help
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fi. Click on the Identity tab, chose "This User", enter a valid username
and password defined on the server or on the network. The TK COM
objects will be loaded on the server using this user’s privileges.
When done click Apply and OK.

icClock Properties @E|
Advanced Lloton, Pooling & Recycling
General Security [dertity Activation Queuing

Thiz application will run under the fallowing account.
Account

(" Sypstem Account:
i

~
~

~

{* Thiz uzer

User |ami|:- Browse..

Password: | ““““““

xxxxxx

Confirm passward: |

j) Semver applications cannot run under system service accounts.

[ ok | Ccancel ]El

Note: This user needs to have read & write access to the TK programs directory (e.g. C:\TKSQL).
This user is a regular user and not an Administrator or a Privileged user.

The access to the application directory (TK programs) must be set as UNC (instead of "traditional" drive
mapping, as drive mapping does not work when the server is in log-off mode).
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5. When the iBrowse is loaded, Error 13 is received

3 1Browse - Microsoft Internet Explorer =& x|
File Edt Wiew Favorites Tools Help | :f
QBack A > I |ﬂ @ A | ,'-:' Search 7 Favorites 4 Media 4 | T im W] v i‘b
Address Iféj http: ) flocalhost/ibrowse logan. aspx j GO | Links **
El

Error Occurred In Server Side Script.

Error Source : ICDAL.clsGetICDal->GetSystemRS

Error Code Received : 13 Queryinterface for interface ICDAL._cisGetICDal failed.
Program Terminated.

The above Error message normally indicates a security problem running the COM Objects and the 1IS.
Resolution:

a. The <identity impersonate="true" /> needs to be added to the web.config file (located under
C:|IBrowse|ibrw_web) as follows:

B Web.config - Notepad

File Edit Faormat Wiew Help

<7wm] wersion="1.0" encoding="utf-8" 7= ~
<configurations
<appsettings:

<add key="version" wvalue="Version 5.03 - 29/C
<fappsettingss

<system. webs
<trace enabled="false" reguestLimit="50" pageoutput="false" 1
<compilation defaultLanguage="wb'" debug="false" />
<customErrors mode="0ff" /=
<authentication mode="windows" /=
<authorization=<allow users="*" /s<fauthorizations
> ; i i i e " stateConnectionstring="
y <idenFity impersonate="true" /= [
<fs w

</configurations
< 3

Ln 15, Cal 17

b. If the problem persists, open IIS and set iBrowse to enable Anonymous access.

1. right-click on iBrowse and chose properties.

n . .
+ & Internet Information Services

File Action ‘iew Help

e AEXFRE £

|@ Internet Infarmation Services Mame | Fath Skaky #
= B ORLI-ELAZAR {local computer) |73 pehavior
-] Web Sites (CAbin
|-y Defaulk W;eb Sike (23 Calendar
* @ H$HED DComment
e Ea Printers
(dcss
(L@ Panarama CDails
o Panorama Dashboart o alysereen
+ ibrawse_French Employz.ae
i+ projectl (1 GlobalFiles
+ DHeIp
&2 asq Explare IBPeriodScreen
47 Default 5M|  OPen images
Browse Menu
Mew 4 Re:odrtls
All Tasks  p pooooHES
ScreenMames
Wigw ¥ |Search
Delek SearchTres
et Timeshest
Refresh
. _privake
(= lal il N4 - v
£ Properties 1 =
| |
Opens property sh —
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2. Click the Directory Security tab and then click Edit.

ibrovwse Properties

Virtual Directary | Documentg | Directory Sectrity | TTP Headers | Custom Errors
—

Anonymous access and authentication control

Enable anonymaous access and edit the

w authentication methads for this resource. &]

-

|P address and domain name restictions

8

Secure communications

Require secure communications and
enable client certificates when this
resource is accessed.

o) [(oaes

3. Specify the user for running the COM objects

Authentication Methods |

¥ Enable anonymous access

Use the Fioll o = OUS ACCess!
User name: I MULTI-RACK 2003 USER4IBR O Browse. .. I
Password: I saenesf

—Authenticated access

Far the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using MTFS access control lists

v Integrated Windows authentication
[ Digest authentication For Windows domain servers
[ Basic authentication {passward is sent in dear text)

[~ MET Passport authentication

Default danmain: I Seleck. . |
Realm: I Select, |
Help |

oK | Canicel |
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Fle Edit View Favorites Tools Help >
Qo - (%] B G POsearh Slprmones € (- 12 Jé 3
Address | &] http:fdavid-tfibrowse dallyscresn/dayscreen. aspx v\ Go | Links ”
Google - | |G| search ~  §f Oblocked | *B check - “i, Autolink - Options /&

8 v N

Server Error in 'fibrowse' Application.

An error was encountered while calling OnStartPage in ASP compatibility mode.

Description: An unhandied exception occurred during the execution of the current weh request. Please review the stack trace for more information about the error and where t originated in the:
code.

Exception Details: Systemeh HitpException: An error was encourtered while calling OnStartPage in ASP compatiailty mode

Source Error:

An unhandled exception vwas generated during the execution of the current web reguest. Information regarding the origin
and location of the exception can be identified using the exception stack trace below.

Stack Trace:

[HttpException (Ox80004005): An error was encountered while calling OnStartPage in ASP compatibility mode.]
System.Web. Ut11. AspCompatAppli cationStep,OnPageStartSessiondbiects() +783626
System.web. UI.Page.ProcessRequestMain(Boolean includestagesBeforeAsyncPoint, Boolean includeStagesAfterasyncPoint) +2505

version Information: Microsoft NET Framework Version:2.0.50215.44; ASPNET Wersion: 2.0 50215.44

The above Error message normally indicates that the iBrowse web site is defined as ASP.NET version=_2.

Resolution:

a. Opening the IIS, right-clicking on iBrowse and choosing properties.
b. Clicking on the ASP.NET tab
¢. Changing the ASP.NET Version to 1.

ibrowse Properties

Yirtual Directory Dacuments | |
HTTF Headers Customn Errars ASPHET

ASPMET werzion:

Yirtual path: |.n“ibrc-w&e |
Filz lacatior: |I::\ibrowseEDS\ibrw_web\web.config |
File creation date: |DE£DBJ2DDB 11:45:34 |
File last modified: | 02/03/2006 19:16:54 |

[ Edit Configuration. .. l

0K H Cancel ]
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7. iBrowse is not loaded (.NET Framework was not properly installed)

Open the IIS, right-click on the iBrowse virtual directory and choose properties.

nternet Information Services o =] ]

File  Action Wiew Help

o EBIR[B]>w

% Internet Information Services Compuker | Local | Wersion | Stat
E‘g AMI-P {local computer) B 5MI-P (local computer) Yes 115 Y5.1
-1 web Sites

. Bl Defaul Web Site

£ TIsHelp

Printers

Explare
Open
Browse

i D aspnet_
[ Default SMTP Wi

Mew 3
All Tasks  »

Delete
Refresh

Click on the Configuration button

ibrowse Properties ﬂﬂ

HTTP Headers I Custom Errors I ASPMET I
Yirtual Directory | Documents I Directory Security
‘when connecting to this resource, the content should come from:
& & directory located on this computer
" & share located on another computer
A redirection to a URL

Local Path: IE'\IBrnwse\ihrw_weh Browse... |

™ Script source access V' Log visits
v Read ¥ Indes this resource
[~ wiite

[ Directary browsing

Application Settings

Application name: Iibrowse Femove |

Starting point <Default W \browse
Configuration...
E=ecute Permissions: IScripts only j

e e = . - | el |

Make sure the ".aspx" extension is available.

Application Configuration il

M appings | Dptionsl Debuggingl

¥ | Cache |54F applications

Application Mappings

Extensionl Executable Path | Verbs -
.asa A INDOWS hapstem32singtsnhazpadl | GET HEA.
.asar CAWINDOWS Microsoft WNETAFrame... | GET.HEA.
L83CH C:Aw/INDOWS \Microsoft NETVFrame... | GET HEA.
.azhy C:Aw/IMDOWS \Microsoft. NETVFrame... | GET HEA.
.35y CAWINDOWS \Microsoft WNET4Frame... | GET HE&A =

azp Cohd MO Ow/S hapsternd2inetervhazpdl | GET HEA,
b asps | D i it WE T Frame...
.ard CAWINDOWS \Microsoft WNET4Frame... | GET.HEA.
= Cohd INDO'WwShapsternd2iinetervhazpdl | GET HEA.
.cer CAWIMDOW'S epztemn32hinetervhazp.dll - GET HEA.
_canfig C:hdINDOW'ShMicrozoft NET'Frame...  GET HEA.
It Sl M PSS S bicrmznft BF TAFrarme GFT HF & T
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8. After reinstalling Windows, the following error message shows.

g Internet Information Services - 10| x|

File Action Yiew Help

&= A @@ 2> 8

% Internet Infarmation Services b
= B SHUKI-S (local computer)

{5 Defaulk SMTP Yirtual Server S erver E rror I N I)'/ I B FOWse I

=] Web Sites i :
- Default Web Site A PP I Ication.

[-{%% I15Help
[+ ¥4 Browse

(] aspret_client Failed to access IIS metabase.

-] images

D wiebetrl_client Description: 4n unhandled exception cocurred during the execution of the
D _private current web request. Pleaze review the stack trace for more information about ||
l:| _wki_cnf the error and whers it originated in the code.

B _vki_log

D ki pvt Exception Details: System.'Web.Hosting. HestingEnvirenmentException:

D vhi_script Failed to access IS msetabasze.

FE-C0 ki kxk

The process account used to run ASP.NET must have read
access to the I1S metabase (e.qg.

I1S:/ /servername/W3SVC). For information on modifying
metabase permissions, please see

http:/ /support.microsoft.com/ ?kbid=267904.

Source Error:

[+ | ] | _"|;I

|D|:une |

Resolution:

A. Remove the ASP by running the following from your command line:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis.exe —u

ron 2|

Type the name of a program, folder, document, or
G Inkernet resource, and Windows will open it For wou,

=11

5

(] 4 I Zancel Browse. ..

B. Reinstall the ASP by running the following from your command line:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis.exe -i
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9. When trying to access iBrowse after upgrade the following error is shown:

Error Occurred In Server Side Script.
Error Source : Module : [GetTcFileRS] .

Error Code Received : 3707 Ccannot change the ActiveConnection property of a Recordset object which has a Command object as its
source.

Program Terminated.

Resolution:

Make sure when running upgrade to run all the SQL scripts within the SQL installation set.
for example,

IBROWSE INSTALL VERSION 8.06_20080702\SQL Database\SQL

Make sure that the store_procedure script (stored_proc.sql) is run and that whatever script found in the
Upgrade subfolder is also executed.

For example, under IBROWSE INSTALL VERSION 8.06_20080702\SQL Database\SQL\UPGRADE

up_cnfprof_08062008.sql is executed.

10. When trying to access iBrowse after a new installation (or upgrade) the following error shows:

Error Occurred In Server Side Script.

Error Source : ICDAL.clsGetICDal->GetSystemRS

Error Code Received : 3105 Multiple-step operation generated errors. Check each status value.
Program Terminated.

Resolution:

This is a know issue caused when a report defined for the user's profile has a title longer than 40 characters.
The error is generated with respect to the CNFPROF and is fixed for iBrowse version 8.08.01 and later. For
later versions the maximum length for a report title is set to 80 characters.
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Appendix: iBrowse Installation - WIN2003 Procedure

Setting up iBrowse — Windows 2003™

Additional instructions for IBrowse installation on 2003 server

1. ITS Parameters

1.1. Ensure that Active Server Pages and ASP.NET v.1.1.4322 under Web Services Extension defined

as allowed.

t Internet Information Services (I1S) Manager

] ]
3 File Action Wiew Window Help | o = |
== AE|[HE[2[2]» =0
F:J Internet Information Services - weh Service Extensions
B4 I MULTI-RACKZ003 (local cor
- F"II::D"CE'“':"" Pools ¢ | web Service Extansion | status
“i":‘ ?eftaultnpppool “F Al unknown ISAPI Extensions Prohibited
s Tes
a0 E‘J’eb cires A3 “F Al Unknown CGI Extensions Prahibited
E-f Default web Site Prohibit [8 active server Pages owed
Tk L . [sg ASP.MET v1.1.4322 Allowed
‘f-' IBRCWYSE prUFJE”lES Internet Data Conneckor i
‘f-' A A @ Server Side Includes Allowed
sk =] webDav Prohibited
st R Tasks
=) aspnet_client
+]- | system_we
e 3 AR | B add & new Web service extension. .
& allows all web service extensions for a
specific application...
2 prohibit all Web service extensions
@ Open Help
al | B
1] | _’l Extended Standard

Note:
These components should be installed on the server by the IT department.

®
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1.2. Web Sites Properties -> Home Directory -> Configuration

Web Sites Properties 21x|

Directory Security I HTTP Headers I Cuskorn Errors | Service
webSte | Performance | ISaPIFiters  HomeDirectory | Documents
Tiie cantent For this resource should came Gronm:
% o directory [ocated om Ehis computer
" & share located on another computer
= A redirection ba a URL

Local paths Browse, .. |

il SCripk SOURCe ACCess v Log wisits
[~ Read ¥ Index this resource
[ wwrite

[T Directary browsing

Application settings

application name: I

Skarking poink: <Weh Master Properties:=...

Execute permissions: INone

Application pool: IDeFauItAppPooI ;I Urlmad |

(o] 4 | Cancel I Apply | Help |
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Press on "Option" and ensure Enable parent path” is checked.

Application Configuration ﬂ

Mappings =Ptions |Debugging|

r Application configuration
7
Session birneouk: =~ =0 minutes

[¥ Enable buffering

< ¥ Enable parent paths
Default AZF [anguage: I ¥B3Cript

ASP script Eimeout: E ] seconds

[ Enable Side by Side assemblies

Manifest File marme: I

[al'4 I Cancel Help

2. COM+ Parameters:

Ensure that the parameter “"Enforce access checks for this application” under “IcClock Properties ,
Security” is not checked.

iCclock Properties 2x|
Advanced | Diunp I Paaling & Recycling
General Security | Identity I Activation I HusLing
—iFerization ——

[~ Enforce access checks for this applicatioD

 Security Lewvel

" Perform aceess checks only at the process level,
Security property will not be included on the ohject context. COM+
zecunity call context will not be available.

% Peiform access checks at the process and component level.
Security property will be included on the object contest. The COM+
security call context is available.

r— Software Restriction Palicy
[~ Apply software restiction policy

Bestriction Level: j

Authentication Lewel for Calls:
IF'acket j

|mperzonation Lewvel:
I Imperzonate - I

QK I Cancel | Spply |
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3. Windows Components:

When working with RPC configuration (separates the SQL server from the COM server), ensure that the
following items are checked:

% Add or Remove Programs Application Server 5I

To add or remove a component, click the check box. A shaded box means that anly part
of the component will be installed. To see what's included in a component, click Details.

Vindows Components Wizard Subcomponents of Application Server:

"%] Application Server Console

Currently installed programs:

Windows Components
“You can add or remove components of

To add or remaove a component, click t % Intemet Information Services [115)

part of the component will be installed, ] 5 Message Duesing
Details.

Components:;
Accessonies and Utilities Description:  Allow your maching to be used to host COM+ companents for distibuted
applications.

[ {88 Certificate Services Total disk space required: 29MB Dietailz... |

] 3 E-mail Services ace available on disk: 73ER.3 MB

[ @4 Fax Services
ak I Cancel |

Description:  Includes ASP.NET. Intemn
Application Server Conzols

Total disk space required: 29mMB \ Details.. | Size 1.17ME
Space available on disk: 73653 MB — [—
Size 2.91MB

¢ Back Mext > | Cancel | Help

5 windows Server 2003 Hatfix - KB &24105
i) Windows Server 2003 Hotfix - KB 824141

*}Startl J =N ] J ‘1) Add or Remave Pragrams "i’j'\h‘induws Component... J BE & 5 126
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4, Install IBrowse definition on server 2003:

In server 2003 you can define separate Application pool for each site.

Build new Application pool, and name it IBrowse.
(Application pools -> new -> Application pool).

E Internet Information Services {(IIS) Manager

_lol x|

‘f_“g File  Action  Wiew Window  Help

iaiz

= OEXEFRE (2 2> .

E’.-Q Internet Information Services Descripkion | Path

-8 MULTI-RACKZ003 (local cor
|_:_|___J Application Pools

ohs DefaultAppPool

-‘}.}DeFault Application <ibrowseZ003 >

g
El_) web Sites

- Default web Site (2
T

--v‘ry DemoTest

v‘ry ELI

Sand [BROWSE

-,r'y ibrows=2003

S UL
-j W

i ) aspret_clienk
g ibrovseZ2003
-] Web Service Extension:

4] I ©

wWhibrawsez003 <Default Wehb Site>/ibrowse2003

After building the Application pool you can add this parameter in Virtual

Directory Properties:

ibrowseZ003 Properties e |

Yirtual Directary |Du:u:uments | Direckary Security | HTTP Headers | Custam Errars |

The conkent For this resource should come From:

f* i directory located on this computer

" A chare located on another computer
" A redirection to a LRL

Local path: I Cihibrowselibrm_web Brawse, ., |
r Scripk source access v Log wisiks

v Read [¥ Index this resource

[~ wirite

™ Directary browsing

Application settings

Application name: I ibrowseZ003 Remove |
Starting poink: <Default \Web Site =\ibrow. ..
Configuration. .. |
W e M
( application pool: iBrowse j nload
\‘ G

0] I Cancel | apply | Help
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Appendix: Setting up iBrowse Login Based on Active Directory

Preface

This configuration enables to skip the IBrowse login page and log into IBrowse automatically by identifying the
current network user or by Active Directory identification.

Environment: TKSQL and TK2000

Required program files: IBrowse version 5.03 and above.

Installation: Defining the IBROWSE.INI file and the IIS.

Defining the IIS

1. Open the IIS, Right click on Web Sites and choose Properties.

™ - -
+ &/ Internet Information Services

File  Ackion  Yiew Help

& AmE S HE @

l% Internet Information Services Ceescription State Host Header Mame | IP Addres:
jocal computer) ol Defaul web Site Running * 4l Unas:

Wiew 4

Refresh
Export List...
Properties
Help
projectl
ibr

+-1_1] aspnet_client
+ % Default SMTP Virtual Server
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2. Choose the Directory Security tab and click on Edit.
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3. Check the Integrated Windows Authentication and click OK.

Authentication Methods
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4, Select all nodes to be affected and click OK.

Inheritance Overrides El

The following child nodes also define the walue of the “Authentication Methods"
property, which ovemndes the value vou have just set. Please select from the hist
below those hodes which should use the new value.

Child Modes:
Dref

Select All

5. Open the IIS, open the IBrowse directory, right click on the UserPsw.aspx file and choose properties.
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6. Open the "File Security" tab and click on Edit.

110, YIGAL ALON St. TEL AVIV, 67891 ISRAEL. TEL: 972-3-5682222, FAX: 972-3-5617070
WEB SITE: www.lavietimetech.com E-MAIL : international.support@lavietimetech.com



UserPsw.aspx Properties

File | File: S ecurity | HTTP Headers || Custom Ermors

Anongmous access and authentication contral
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authentication methods for this resource
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@

Secure communicationg
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enable client certificates when thig
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7. Uncheck the anonymous user and make sure Integrated Windows Authentication is checked.

Authentication Methods

[ Anorwmous access

Account uzed for anonymous access:

User name; | |

Passward: | |

Authenticated access

For the following authentication methods, user name and password
are required when

- anonymous access is disabled, or
- access iz resticted uging NTFS access control lists

[ Digest authentication far Windows domain servers

] Basic authentication [password is sent in clear text]

Default domain: | H Select... ]

Realm: | |[ Select... ]

Integrated Windows authentication

I Ok, l l Cancel l l Help l

8. Allow reading permissions to all ASP pages in the IBrowse directory (IBROWSE \ IBRW_WEB) for all
users.
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Defining the IBROWSE.INI file:

The IBROWSE.INI file is located inside the "WINDOWS" folder on the IIS server. The new parameter that
Needs to be defined is the "START_PAGE" field. There are two options:

1. User identification by Windows Logon User Name:

a. Please define: START_PAGE=userpsw.aspx

b. Make sure the TK user name (employee or supervisor) is identical
To the Windows Logon User Name

c. An optional parameter can be added to the IBROWSE.INI: DOMAIN=[domain_name] (e.g.
DOMAIN=lavie_domain).
If this parameter is defined the system will verify that the user is defined within the domain. If
the parameter is left undefined the domain name will not be verified.

I IBROWSE.ini - Notepad =13
File Edit Format Yiew Help
[SYS_PARAM] ~

Data_Source=sqgl-serveryintelsup
DATA_BASE_TYPE=0
DATABASE=SYNEL -ACCA
DATA_PATH—C : \TKSQL\data

il

START PAGE= user‘psw Aspx
DOMAIN Tawvie_domain
SR = e e E R R F S FE 34 D34 6ERICEAS R ITARETRZD1(

< >
Ln &, Col 20

Notel: In the FOX version the supervisor user name is limited to 4 characters.

Note2: The FOX user name is case sensitive, the SQL is not.

e=) =

2. User Identification by Active Directory:

a. Please define: START_PAGE=userpswAD.aspx

b. Since an employee can be assigned to more than one user,
Please make sure there is no more than one IBrowse supervisor user assigned to each
employee.

C. An optional parameter: DOMAIN=LDAP://[domain_name] (e.g. LDAP://lavie_domain)

d. Active directory definitions must be made by IT department:

i. "Windows User Name" will be stored in the " sAMAccountname" field.

ii. Employee number (which is the employee number in the TK system as well) will be
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stored by the IT department in the "employeelID" field.

® Note: An option has been added to define where in the Active Directory to store the user name
and the employee number: If the IT administrator chooses to use any other fields in the Active

Directory for those two definitions, Please define AD=X,Y inside the IBROWSE.INI,
Where X and Y stand for:

X — The name of the field in the Active Directory where to store the user name.
Y - The name of the field in the Active Directory where to store the employee number.

Example: AD=sAMAccountName, physicalDeliveryOfficeName

® Note: In case an AD field is not defined, the default fields would be used.
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